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1. PREREQUISITES
e CryptolD SDK
e Certificate is enrolled inside CryptolD

e Adobe

2. DIGITALLY SIGN ADOBE ACROBAT READER DC

Open Adobe, follow the steps:

Click Edit-Preferences
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3. Click Security, select Use SafeLogic and then click OK
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Click Security (Enhanced), make sure select the same options as the image
shown :

Click Security (Enhanced), make sure select the same options as the image shown :
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After the settings, restart your Adobe,
Then click,

Edit === Preferences =====p Security (Enhanced),

you can see the page is shown like this:
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Then click Signatures, Select More on the Identities & Trusted Certificates.
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dobe Acrob. der DC (64-bit T _ X
File Edit View Sign Window Help
Home  Tools Sign In
Q, search tools
Preferences x
Categories:
Digital Signatures
Commenting
Documents Creation & Appearance T
Full Screen Control opti P q " [ l
« Control options for signature creation M
Genera! e e e At ore
Commen| | PageDisplay Share
Verification
ﬂ{{ESi\hlht.y Ppen
Adobe Online Services
Ermsil Accounte + Control how and when signatures are verified =
Forms
Identity
Internet Identities & Trusted Certificates
JavaScript
Languege « Create and manage identities for signing
Messuring (2] - Manage credentials used to trust documents
Measuring (3D)
Stamp Measuring (Geo) Document Timestamping
Multimedia & 3D
Multimedia (legacy) + Configure timestamp server settings More...
Multimedia Trust (legacy)
Reading
Reviewing
Search
Security
Security (Enhan:edi ;
Spelling
Tracker
Trust Manager
Units
o
Unfold Digital IDs, select PKCS#11 Modules and Tokens:
e DC - _ X
File Edit View Sign Window Help
Home  Tools Q search Sign In
Recent x
n in
Starrec [ . !
F—— Digital Signatures hatures, and access
ADOBE CLOUD STORAGE Documents [ Digital ID and Trusted Certificate Settings bs F
Full Screen i & T L
Your files oo ~  DigitalIDs Fs) - P A Eport QRefresh @ Remove ID
Page Display Roaming ID Accour = Name Issuer Storage Mechanism
Scans
Accessibility Digital ID Files
Shared by you Adobe Online Servic ) L
Email Avcounts Windows Digital IDs E
Shared by others Forms =
Identi
entity " N
SIGN Internet Trusted Certificates
JavaScript L
Al agreements Language Manage My Digital IDs E
Measuring (2D)
Mesasuring (3D) This is a list of the digital IDs that are available for your use on this computer. Digital IDs
OTHER FILE STORAGE Measuring (Geo) are private and should not be shared. They are used when you create a digital signature or
Multimedia & 30 when you decrypt documents that are encrypted for you using Certificate Security. |
Your computer Multimedia (legacy)
Multimedia Trust (le Each digital ID has a corresponding public certificate which contains identifying information |
Add file storage Reading about you and which you can share with others. This certificate is used by others to encrypt
Reviewing documents for you, or to validate your digital signatures. Select one of the entries above and
Search click Cerrificate Details to view information from your certificate. Use Export to share your
Security certificate with others.
Security (Enhanced)
Signatures Use Set Default to set or clear which digital ID is used by default when you sign or encrypt
Spelling documents. Use Add ID to add a new digital ID or to find an existing digital ID and add it to
Tracker this view. Use Remove ID to permanently remove a digital ID from this list and wherever it
Trust Manager is stored.
Units

oK Cancel

Flane Darnnt
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Then click Attach Module:
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If your Windows Operation System is 64bit, and your Adobe is 64bit as well, thenyou need load
library from

C:\Windows\System32\CryptolDA_pkcs11.dll

Adobe Acrobat Reader DC (64-bit

- X
File Edit View Sign Window
Home  Tools Q Search Try Acrobat Pro DC @) Sign In
Recent Preferences X
| fast
starred TN Categories:
Digital Signatures h minutes with
ADOBE CLOUD STORAGE Documents i Digital ID and Trusted Certificate Settings X l
Full Screen E
Your files i Locate a PKCS#11 Module x B is )
— Page Display “ s THisPC s sys(C) > Windows > System32 » v o O Search System32 ‘
Accessibility
+  Newfold = -
Shared by you Adobe Online Servics - e N m e
Email Accounts ) # A Name Date modified Trpe 2 = =
Shared by others Forms 4] credssp.dil Application exten L
Identity Application exten...
SIGN Internet - Application exten
JavaScript L
Longuate Application exten...
All agreements Messuring (20) x64 [ crypteatsve.dil Application exten, =
Measuring (30) B This PC yptdig.dl Application exten...
OTHER FILE STORAGE Measuring (Geo) 3 30 Objects [&] eryptaildil Application exten
Muttimedia & 30 yptectdl Application exten... L
Yo t Multimedia (legacy) I Deskton
‘our computer ultimedia (legacy) [ cryptnet.dil Application exten,
Multimedia Trust (le: Documents [ cypinged) poeliation o I
Add file storage Reading & Downleas cryptnge. Application exten...
Reviewing ownlozds ryptolDA_pkcs11.dil Application exten
Search b Music CryptoWinRT.dIl Application exten...
Security [ Pictures cryprsp.dl Application exten
Security (Enhanced) & Videos cryptsve.dil Application exten...
Signatures . @ v |3 erypttpmeksve.dil Application exten...
Spelling Losvs
Tracker File name: ‘(rypm\m,pk:m dil v‘ PKCS#11 modules (*.DLL) ¥
Trust Manager
Uit i = Conca
.

oK

Cancel

Flame Dnramt
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If your Adobe is 32bit, then you need load library from
C:\Windows\SysWOW&64\CryptolDA_pkcs11.dll
e o & ® A sgnin

nces x

| fast
Starred I Categories:
I — Digital Signatures n minutes with
ADOBE CLOUD STORAGE Documents *
Full Screen L
Your files oo Locate a PKCS#11 Module X 5)
Scans Page Display <« - > ThisPC » sys(C) » Windows > SysWOWE4 » v O jel 64 ‘
Accessibility
Organise »  New folder
Shared by you Adobe Online Servic E N
Email Accounts System32 A Name Fype Size ® E n
Shared by others Forms ; =
%64 [5] cryptnet.d Application exten...
Ident =
entity w64 1 cryptnge.dll Application exten..
SIGN Internet — A
JovaSeript — | ] CryptolDA_pkesti.dil | Application exten L
Language = s %] CryptowinRT.dil Application exten...
All agreements |
Measuring (2D) 4 3D Objects [ cryptsp.dil Application exten.
Measuring (D) [ Desktop [4] crypttpmeksve.dll Application exten...
OTHER FILE STORAGE Measuring (Geo) Documents [ cyptuidn Application exten...
Multimedia & 30 & et aa eomliention ot
cryptuiwizar Application exten E
Your computer Multimedia (legacy) & Downloads P e
Maltimedia Trust le b Music [ crypteml.dil Application exten... |
Add file storage Reading = pictures 4] escapi.dl 2 Application exten
Reviewing [] csedigl 2 Application exten...
Search B Videos [ cscobj.dit 2 Application exten...
Security i s(C) 4] cad32dl 2 Application exten...
5 Enhanced ;
ecurity (Enhanced) = job (D) 5 dadt.dn 2 Application exten...
Signatures
Speliing .. v [d d2didebug3.dil 2 lication exten v
Tracker File name: | CryptolDA_pkes!1.dIl | [Pres#11 modules (oL ~
Trust Manager 'Y
Units I Cancel
L = =
oK Cancel ’

Flanr Darnnt

Then you can see CryptolD Module is loaded. (here my Adobe is 64bit, thus | load
library from C:\Windows\System32\CryptolDA_pkcs11.dll, if your Adobe is 32bit, you should
load from another path, check the content above)

File Edit View Sign Window Help
Home  Tools Q search Try Acrobat Pro DC @) Sign In

Recent

ences X

Starred KN

| fast
Categories:

R — Digital Signatures P minutes with
‘
ADOBE CLOUD STORAGE Documents i Digital ID and Trusted Certificate Settings %

R Full Screen ~  Digital IDs Attach Detach [+ ] B =)

General
Page Display Rosming ID Accour  Module Manufacturer ID Library Path ‘
— Longmai C: 2\CryptolD... |

Scans

Accessibility Digital ID Files
Adobe Online Servics
Email Accounts
Forms

Identity

cien Intemet Trusted Certificates
JavaScript

Shared by you
Windows Digital IDs Now CryptolD Module is loaded . =m
Shared by others r
> PKCS#11 Modules a

All agreements Language Module Manufacturer ID: Longmai Technology -

Messuring (2D) Module Description: Logmai PKCS11# Library

Messuring (3D) Library Version: 2.0

OTHER FILE STORAGE Measuring (Geo) -
Multimedia & 30 Cryptoki Version: 2.20

Your computer Multimedia (zgacy) Library Path: C:\Windows\System32\CryptoIDA_pkes11.dil

Multimedia Trust (le b

Add file storage Reading

Reviewing

Search

Security

Security (Enhanced)

Signatures

Spelling

Tracker

Trust Manager

Units

oK Cancel
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Then unfold the PKCS#11 Modules and Tokens, click Longmai PKCS11# Library,

then click Login button. Input your token password and then click OK.

BB Adobe Acrobat Reader DC (64-bit — X
File Edit View Sign Window Help

Home Tools Q search Try Acrobat Pro DC ® Sign In

Recent

Recommended tools for you See All Tools . .
Starred [EETN Get documents signed fast

ADOBE CLOUD STORAGE

Your files Commen ting | i@ Digital ID and Trusted Certificate Settings =

ocuments )
Scans Full Screen ~ Digital IDs Change Password Login‘ Logout & Refresh [ ‘
ore...

Roaming ID Accour Token Label Status
mToken CryptolD

Shared by you Page Display

Digital ID Files

i

Logged out ‘
Shared by others Accessibility
Adobe Online Ser Windows Digital IDs
Email Accoun its
Forms v PKCS#11 Modules a
Identity
Internet
JavaScript
OTHER FILE STORAGE Language
Measuring (20) Trusted Certificates fau(TMS)
Yaur computer Measuring (3D) Passwords IM— IDA

Measuring (Geo) [B4EQF3F0141

Add file storage Multimedia & 3D |
Mu\t!mema (legal Concel B
Multimedia Trust E
Reading
Reviewing
Search
Security
Security (Enhance
Signatures |
Spelling
Tracker

SIGN

v x

mToken Cryp! Token Label: mToken CryptolD en CryptolD

All agreements ~ Logrnai PKCST12.

Trust Manager

Units

oK Cancel

Clear Recent

Now you can use Adobe sign PDF.

Open a PDF file via Adobe Acrobat Reader DC, and make sure the CryptolD is
connecting to the computer.

Click Tools and select Certificates.

[£) mToken KS-Programming Guide(Android).pdf - Adobe Acrobat Reader DC - [=] >
File Edit View Window Help

Home Tools mToken K5-Progra... D Sign In
QU bearch toats TN
22 [ ] | =0 |J, 3
Commen t Fill & Sign Edit PDF Export PDF Create PDF

Combine Files Share Stamp Measure Certificates

(Adga =] [Gpen [~ [Spen [~ [Gpen -] [Spen [~
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Then will auto back to the document page, select Digitally Sign, a prompt box
appears.

& mToken K5-Programming Guide{Android).pdf - Adobe Acrobat Reader DC - O

File Edit View Window Help

Home  Tools mToken K5-Progra.. X ® A signin
® B X Q @ 1/» M MO G - gy P oo
I Certificates % Digitally Sign | [ Time Stamp date All Signatures
A
TR B
LONGM A i mToken K5-B Development Guide(Android) @
L)
=
B
Acrobat Reader
[ Ol Using your mouse, click and drag to draw the area where you would like the -
a signature to appear. Once you finish dragging out the desired area, you will be E*‘
~ taken to the next step of the signing process.
=
[[]Do not show this message again 5::[]
2
4 1 ~ ~
(Android)
Prepared by Date
Reviewed by Date
Approved by Date
%
v
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Then click OK, draw an area to show as digital signature.

E mToken K5-Programming Guide(Android).pdf - Adobe Acrobat Reader DC - O X
File Edit View Window Help

Home  Tools mToken K5-Progra... % @ A Sign In
® B HE Q ©® 1/ AR MO @ w - @y T {11 Share
I Certificates 3 [%Time Stamp ate gna S
« B
al_o’ﬁlgﬁ}a mToken K5-B Development Guide(Android) B
(+
]
o=
Product name Confidentiality level
mToken K5-B
Product version Eﬁ
Vi1 ’
=
1 mToken K5-B Programming Guide %
O
(Android)
AL
Prepared by Date
Reviewed by Date é@
Approved by Date /6

Release your mouse, the Sign with a Digital ID will pop up. All certificates in the

computer and CryptolD will be listed out. Select the certificate on CryptolD and click
Continue.

CONFIDENTIAL & PROPRIETARY TO LANKAPAY © 2023 Page 11 of
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Sign with a Digital ID x

Choose the Digital ID that you want to use for signing:

O |u pengdongdong@longmai.com.cn (PKCS#11 device) View Details
W Issued by: corp-WIN-9YRCIMNA9MKMN-CA, Expires: 2024.06.17

O |u asd@longmai.com.cn (PKCS#11 device) View Details
W Issued by: corp-WIN-9YRCIMNA9MKMN-CA, Expires: 2024.06.17

. P TEST RSA (PKCS#11 device) View Details
W Issued by: TEST RSA, Expires: 2035.12.30

@ ( Configure New Digital ID ) ( Cancel )

Click Sign

&

File Edit View Window Help

Sign as "TestCLIENT_sig” X

Appearance Standard Text

TestCLIjeamy e

. _ Date: 2019.09.06
ENT _Sigis 1220 +0800

[ Lock document after signing View Certificate Details

Review document content that may affect signing Review

CONFIDENTIAL & PROPRIETARY TO LANKAPAY © 2023 Page 12 of
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Save the file as a backup, here we name it test.pdf, click Save

@ Save As X
« ~ 4 BN > ThisPC » Desktop v & | Search Desktop P
Organise v New folder - 0
W This PC ~ Name Date modified Type Size £ g
¥ 3D Objects Office 2013 X86 EN 13/08/2018 18:23 File folder
I Desktop Smart X1 VB 12/08/2019 11:31 File
YR Smartx3 V3.0 820190318 02/08/2019 11:41  File
¥ Downloads WIN‘OEEEIA 14/05 X
< >
File name: | v
Save as type: Adobe PDF Files (*.pdf) v
A Hide Folders Cancel
If you already login the module, then Adobe will not ask for PIN again. Then you
will see a signed pdf be generated
Z test1.pdf - Adobe Acrobat Reader DC - O X
File Edit View Window Help
Home  Tools test1.pdf x @ A Sign In

® B X Q @ 1/ KA MO O nm- H T o
L. Atleastone signature has problems. Signature Panel

A

0 B B ,
2 w0, Token K5-B Development Guide(Android)
LONGMAi ?o‘mmﬁr TR Iio' Export PDF "~
100 oaw

Adobe Export PDF @

Product name Confidentiality level
é’ mToken K5-B Convert PDF Files to Word

“ e or Excel Online

bt Select PDF File
2 c test1.pdf X

mToken K5-B Programming Guide
Convert to
(Alldl'Oid) Microsoft Word (*.docx) v
>
4 Document Language:
CONFIDENTIAL & PROPRIETARY TO LANKAPAY © 2023 Page 13 of
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3. ADD CERTIFICATES AS TRUSTED CERTIFICATES

At last, if you are worrying about the alert At least one signature has problems.
Don't worry, it is not the certificate issue. It means the certificate is not trusted by

your computer. You can click the signature stamp, then a panel will show up.

B tecti.ndf

File Edit View Window Help

Home  Tools test1.pdf x @ Sign In
;3 s 59
PBRQAOO 12| K § OO =x- K T -
& Atleast one signature has problems. Signature Panel = o

A

TEREHE ) _ A
& 0 LONGMAi G o R S ExportPDF A
— Adobe Export PDF b
Product name G level |
EZ Signature Validation Status Camverth of Hies to Word

or Excel Online

£ Signature validity is UNKNOWN. o o _ Select PDF Eile
- The document has not been modified since this signature was applied.
- The signer's identity is unknown because it has not been included in your list of test1.pdf X
In' trusted certificates and none of its parent certificates are trusted certificates. :
Convert to

Microsoft Word (*.docx) Vv

4 Signature Properties... Close Document Language:

English (US.) Change

Prepared by Date
Reviewed by Date

A D
= =

Click =====) Signature Properties

CONFIDENTIAL & PROPRIETARY TO LANKAPAY © 2023 Page 14 of
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Signature Properties X

Signature validity is UNKNOWN.
Signing Time: 2013/01/06 18:47:59 +08'00'

Validity Summary
The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. No other changes are permitted.

The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

Signing time is from the clock on the signer's computer.

Signature was validated as of the signing time:
2013/01/06 18:47:59 +08'00'

Signer Info
Path validation checks were successful.

Revocation checking was not performed.

Show Signer's Certificate...

Advanced Properties... Validate Signature | Close

If you trust this certificate and want to add it as a trusted certificate, please

operate as following shown. Please exercise caution.

CONFIDENTIAL & PROPRIETARY TO LANKAPAY © 2023 Page 15 of
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Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
trust anchor.

Show all certification paths found

TestCLIENT 01 (0100109100  Summary Details Revocation Trust  Policies Legal Notice

This certificate is not trusted.

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

¥ X X X X

Perform privileged system operations (networking,
printing, file access, etc.)

Add to Trusted Certificates...

%

< >

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2013/01/06 18:47:59 +08'00"

OK

Click OK and continue

Acrobat Security X

l If you change the trust settings, you will need to revalidate any signatures to see the
% change.

Trusting certificates directly from a document is usually unwise. Are you sure you
want to do this?

0K Cancel
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Select those options, click OK

Import Contact Settings X

Certificate Details
Subject: Test CLIENT 01 (0100109100)
Issuer:  Longmai

Usage: Digital Signature

Expiration: 26/02/2013 16:07:32

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Signed documents or data

Certified documents
Dynamic content
[ Embedded high privilege JavaScript

= Privileged system operations (networking, printing, file access,
etc.)

After finishing the upper steps, reopen this PDF file, you will see the signature is

valid now.

[8 test1.pdf - Adobe Acrobat Reader DC — O
File Edit View Window Help

Home Tools test1.pdf x @ Sign In
; 77 Qo J
@B EQDO /0| A MO nx- H P o (1 Share
&a Signed and all signatures are valid. Signature Panel

~
18 0 RRRE L EE A
H e, mToken K5-B Development Guide(Android)
LONGMAI o &= (3 exportPDF A
@ 9
— Adobe Export PDF )
Product name G level |
Q‘. Signature Validation Status 2?2::3 g:::i:enles toWord
L& Signature is VALID, signed by Test CLIENT 01 (0100109100). Select PDE File
- The document has not been modified since this signature was applied.
- The document is signed by the current user, test1.pdf X
m
Convert to
Microsoft Word (*.docx) Vv
English (U.S) Change
|_Prepamdby | Date | |
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